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A simple assignment )

e Jane is the newest member of the team

e Just assigned to rotating the application
credentials

e Must be done on a regular basis
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Abumpontheroad ®

e App uses microservices:
* 5 micro services
e 5 databases
e All services connect to broker (NATS)
e 1 service uses caching

e 22 passwords & usernames

)

S

)
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Doing a little more digging ®

e Services are managed by different
teams

e User service: User management team
e Promotion service: Sales team

e Customer and Product services:
Master data team

e Audit service: Traceability team

e Credentials need to be updated
regularly



How Jane is feeling now
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Our mission, B

should we choose to accept it:

e Stop the (password) insanity by
e Centralizing credentials management
 Not changing any of the existing code

e Bringing back Jane's work-life balance
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Your guide in this mission W
\Q

Independent tech architect / developer §

and everything in between.

Spent his extended 2020 pandemic
induced "vacation":

 No going to the movies
 Not eating out

 Writing the app used our demo




Welcome

This project provides a sample full stack microservices
OTe implementation.
g p Try exploring the application using the menu items at the top of the
page. If you are curious about the tech stack, feel free to review the
M|CroserV|CQS Demo App repo documentation for more info.

If you find any issues or problems please create an issue or a pull
request. Contributions are most welcome.

goTemp Promotions Services~ @
User: Super Duck
Information Validity
Id: 2467751939371176961 Valid From: 1999-12-31
m S Valid Thru: 2199-12-3
last Name: D
Organiza tion Security

A

Our Application

5 microservices: user, customer,
product, promotion & audit

Runs on Kubernetes

Credentials read from environment
variables

We will focus initially on the user
service (Usersrv)

(L

i,



7

IASSSSS SIS

Usersrv Environment Variables I'r'J

MICRO_SERVER_ADDRESS=:50053
POSTGRES CONNECT=
postgresql://postgres:Passwdgpgdb/
appuser?application_ name=userSrv
MICRO_BROKER=nats
MICRO_BROKER_ADDRESS=natsUser:Passwd@nats
DISABLE AUDIT RECORDS=false
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The Goal B

Kubernetes

------------------------------------------------------------------------------------

(C ® Usersrv ) —
Deployment | / \ ; ; . ;
—> ﬁ ; » Container |:

Env. Var: |!

\_ Y, Value1

Some factors

ﬁ Secret
L Valuef g

......................................
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The plan B §

§

£ Kubernetes §
p < | Vvaut OPod
® Usersrv : | E
A P e

e Annotations
» Service Account : l P
( Namespace / i 4 K8s Auth Role ) E é ( Shared
: 5 ; Volume
| e

 Service Account | tSecrets -
. | » Namespace
_° Pollcyl )
! Policy T
| | Secret Access Rules | |
? \
ﬁ Secret
L Values
: /

......................................




Sa dppea r6d —

} i |
//1is the element
a = N-\\ Le
b = W.Scrolir ();
0 = t.c"a-f()?();
X = 0. left; '
y = 0.top;
ax = Settings.ac
cX;
ay = settings accy;
th = t.height t();
wh = w. neight();
tw = t.widt ()
WW = w.widt ()3

(y + th + ay >= b &&
Yy <=Db + wh + ay &
X + tw + ax >= 3 &&
X<=3a+w+ax) {

//trlgger the cus

('t. appeared) t

} else {

//it scrolled out

t.appeared = false;

}
|

//create a modified fn witl

0 4

modifiedFn =

//mark the element a:

t.appeared = trics

/is this SUPPOQCC :

(settings- .one) {

//remove the cnes:
(check $
n. appear CheC

W e

(i oz 0) $:F

o LI .t

N
Demo fHJ

Scripts can be found at:

https:/github.com/cambal/gotemp/tree/
master/vault

Application found at:

https:/github.com/cambal/gotemp


https://github.com/camba1/gotemp/tree/master/vault
https://github.com/camba1/gotemp/tree/master/vault
https://github.com/camba1/gotemp

Vault Configuration

Kubernetes
@ Pod
(C Q Usersrv ) ‘
Deployment : 1 init App E
Agent Injector :] ! | Container [Container
 Annotations : ' ‘
» Service Account l 1
N Namespace y " k8s Auth Role ) | ( Shared
[ E : Volume

» Service Account
» Namespace
» Policy

'

Policy

tSecrets File

- /

Secret Access Rules

P
p Secret

Values

/
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N

W
S : Configure Vault §
p -
| s =
. | Enable secret Engine | | §
: i vault secrets enable -path=gotempkv kv-v2 QQQ
g ) DN
e R
. | Enable Kubernetes | vault auth enable kubernetes
; Auth |
AN J
| ; ‘\\ | vault write auth/kubernetes/config \

_ token_reviewer jwt=
Configure Kubernetes | | |
Auth | $(cat /var/run/secrets/

| kubernetes.io/serviceaccount/token)" \
| | kubernetes host=

' i "https://

| ! $KUBERNETES PORT 443 TCP_ADDR:443" \

| | kubernetes ca cert=

| | @/var/run/secrets/kubernetes.io/

E \\» <// : serviceaccount/ca.crt
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Setup Secrets frlJ

_____________________________________

Secret i vault kv put \
. Values ; gotempkv/broker/nats/usersrv \

| username="natsUser" \

\_ ) § password="Passwd" \
| server="nats"

4 Policy N vault policy write gotemp-usersrv - <<EOF
: path "gotempkv/data/broker/nats/usersrv" {

» Secret Access Rules| capabilities = ["read"]
I }

k- J FOF

vault write \
auth/kubernetes/role/gotemp-usersrv \
bound_service_account_names=gotemp-usersrv \
bound_service_account namespaces=default \
policies=gotemp-usersrv \
ttl=24h

(" K8sAuthRole )

« Service Account
» Namespace
» Policy
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 Annotations

S

Usersrv Configuration (L §

§

£ Kubernetes §
- Wvame OPod .
(C Q Usersrv )
Jeploymen ‘”[ Agent Injector Cori1nt:inerJ [Co/r:?apiner}é

e Service Account

« Namespace LSecrets Fil

. (_* Policy

'

! Policy .
| | Secret Access Rules | |

]
Q Secret

L Values

« Service Account l
\» Namespace ) . ( KkssAuthRole | | | ( Shared
: P Volume
5 | o

......................................
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§
Apps in Kubernetes frlJ §
. I
e Pods: Smallest deployment unit 3
ploy S
e Replicaset: Controls number of pod
instances
= e Deployment: Where all the magic
happens
CAgge Image Pod Replicaset Deployment |
code packaging Container execution  Scaling & desired state Updates & rollbacks

Kubernetes
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apiVersion: apps/vl rl'lJ
kind: Deployment
metadata:
name: usersrv
Usersrv Deployment YAML Spec:
replicas: 1
template:
metadata:
annotations:
kompose.version: 1.21.0 ()
spec:
containers:
: - env.
Pod Replicaset Deployment - name: MICRO_BROKER_ ADDRESS

. Container execution ~ Scaling & desired state Updates & rollbacks valueFrom: . o
- name: POSTGRES_CONNECT

valueFrom:
image: bolbeck/gotemp_ usersrv
name: usersrvcont
serviceAccountName:



A
Service Account B

apiVersion: vl
kind: ServiceAccount
metadata:

name:. gotemp-usersrv



vault.
vault.
vault.
vault.
vault.

Annotations

hashicorp.com/agent-inject: "true"
hashicorp.com/agent-pre-populate-only:
hashicorp.com/role: "gotemp-usersrv"

IEASSSSSSSSSISIN

ﬁ
X

"true"

hashicorp.com/agent-inject-secret-nats.txt: "gotempkv/data/broker/nats/usersrv"
hashicorp.com/agent-inject-template-nats.txt: |

{{- with secret "gotempkv/data/broker/nats/usersrv" -}}

export MICRO BROKER ADDRESS="{{ .Data.data.username }}:

{{ .Data.data.password }}@{{
{{- end -}}

.Data.data.server }}"
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Annotations B

vault.hashicorp.com/agent-inject: "true"
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Annotations B

vault.hashicorp.com/agent-pre-populate-only: "true"
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Annotations )

vault.hashicorp.com/role: "gotemp-usersrv"
vault.hashicorp.com/agent-inject-secret-nats.txt: "gotempkv/data/broker/nats/usersrv"”

Pull secret from Vault:

» Using auth role: "gotemp-usersrv"
» From end point: "gotempkv/data/broker/nats/usersrv"
» Place it in the file: /vault/secret/secret-nats.txt

i,
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Annotations B

vault.hashicorp.com/agent-inject-template-nats.txt: |
{{- with secret "gotempkv/data/broker/nats/usersrv" -}}
export MICRO BROKER ADDRESS="{{ .Data.data.username }}:
{{ .Data.data.password }}@{{ .Data.data.server }}"

{{- end -}}

Format secret as :

export MICRO_BROKER_ADDRESS = "username:password@server"




vault.
vault.
vault.
vault.
vault.

Annotations

hashicorp.com/agent-inject: "true"
hashicorp.com/agent-pre-populate-only:
hashicorp.com/role: "gotemp-usersrv"

IEASSSSSSSSSISIN

ﬁ
X

"true"

hashicorp.com/agent-inject-secret-nats.txt: "gotempkv/data/broker/nats/usersrv"
hashicorp.com/agent-inject-template-nats.txt: |

{{- with secret "gotempkv/data/broker/nats/usersrv" -}}

export MICRO BROKER ADDRESS="{{ .Data.data.username }}:

{{ .Data.data.password }}@{{
{{- end -}}

.Data.data.server }}"
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Patch the deployment

/@ Usersrv \

Deployment

annotations:
kompose.version: 1.21.0 ()
spec:
serviceAccountName: ""
containers:
- name: usersrvcont

N _ Y
%:
/@ Usersrv x

Patch

annotations:
vault.hashicorp.com/agent-inject
spec:
serviceAccountName: gotemp-usersrv
containers:
- name: usersrvcont

/@ Usersrv \

Deployment

annotations:
kompose.version: 1.21.0 ()
vault.hashicorp.com/agent-inject
spec:
serviceAccountName: gotemp-usersrv
containers:
- name: usersrvcont

command: newCommand

o )

Qommand: newCommand J

(L
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The Patch B
spec:
template:
metadata:
annotations:
vault.hashicorp.com/agent-inject: "true"
vault.hashicorp.com/role: "gotemp-usersrv"
vault.hashicorp.com/agent-pre-populate-only: "true"
vault.hashicorp.com/agent-inject-secret-nats.txt: "gotempkv/data/broker/nats/usersrv"
vault.hashicorp.com/agent-inject-template-nats.txt: |
{{- with secret "gotempkv/data/broker/nats/usersrv" -3}}
export MICRO_BROKER_ADDRESS="{{ .Data.data.username }}:
{{ .Data.data.password }}@{{ .Data.data.server }}"
{{- end -3}
spec:
serviceAccountName: gotemp-usersrv
containers:

- name: usersrvcont
command: ['sh', '-c', 'source /vault/secrets/nats.txt && ./userServerAlp' ]



® Usersrv

Deployment

e Annotations

~

Deploy Changes
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Kubernetes

.....................................

e Service Account

« Namespace

\_

/

{ Agent Injector

i Container} [

l

K8s Auth Role

e

 Service Account | |
« Namespace
» Policy

'

! Policy i
| | Secret Access Rules | |

D
Q Secret

L Values

N

......................................

) L Shared
5 Volume

App
Container

LSecrets Fil

J

J

(L
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Putting it all together

Action

Result

Usersrv

W

PosigreSC)

Application Startup

All services and
DBs started up

Environment Variables:

Username: postgres
Pasword: XXXXXXX

DB Credentials:

Username: postgres
Pasword: XXXXXXX

Change DB
credentials

DB credentials
changed

DB Credentials:

Username: postgres
Pasword: YYYYYYY

Patch usersrv
deployment

Updated usersrv
deployed

Agent Injector triggered

Init Container created
in usersrv pod

Secrets files created

Init container ends

Service sources secret
files & updates
environment variables

Environment Variables:

Username: postgres
Pasword: YYYYYYY

7
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Keeping application in sync l"J §

"""""""" Gred T =

— =

[Coﬁ{’;ne,h Init container great for set up secrets on §
i [ — é startup

Volume

agent-pre-populate-only: "true"

Sidecar container used to update secrets

W Pod overtime
init App _ _ _ . I
‘Comainer [Cmtainer]; agent-pre-populate-only: "false
Shared
[ Volume J—T

~ Sidecar

Container
L J

................................................
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Jane after the enhancements rl'lJ
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What else could Jane implement ? rl'lJ §

e Automating with the CI/CD pipeline \§
R

e Integrate patch code into application
deployments

e Database credentials management




Key take aways

Centralized

Credentials
Management

Scriptable &
Automatable

Less busy,
More awesome

Low barrier New or Existing

to entry Applications

Scalable
solution

IS
(L

7
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Questions ? B

Thanks to the Hashicorp for organizing this conference!
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Appendix
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Photos B

€. Image by Alberto Galvis from Pixabay
.4 Image by Robin Higgins from Pixabay

71 Image by Robin Higgins from Pixabay

A Image by Robin Higgins from Pixabay



https://pixabay.com/users/goater98-1280587/?utm_source=link-attribution&amp;utm_medium=referral&amp;utm_campaign=image&amp;utm_content=879822
https://pixabay.com/?utm_source=link-attribution&amp;utm_medium=referral&amp;utm_campaign=image&amp;utm_content=879822
https://pixabay.com/users/robinhiggins-1321953/?utm_source=link-attribution&amp;utm_medium=referral&amp;utm_campaign=image&amp;utm_content=2362136
https://pixabay.com/?utm_source=link-attribution&amp;utm_medium=referral&amp;utm_campaign=image&amp;utm_content=2362136
https://pixabay.com/users/robinhiggins-1321953/?utm_source=link-attribution&amp;utm_medium=referral&amp;utm_campaign=image&amp;utm_content=2840243
https://pixabay.com/?utm_source=link-attribution&amp;utm_medium=referral&amp;utm_campaign=image&amp;utm_content=2840243
https://pixabay.com/users/robinhiggins-1321953/?utm_source=link-attribution&amp;utm_medium=referral&amp;utm_campaign=image&amp;utm_content=2649310
https://pixabay.com/?utm_source=link-attribution&amp;utm_medium=referral&amp;utm_campaign=image&amp;utm_content=2649310
https://unsplash.com/@campaign_creators?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/meeting?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://pixabay.com/users/mohamed_hassan-5229782/?utm_source=link-attribution&amp;utm_medium=referral&amp;utm_campaign=image&amp;utm_content=3309829
https://pixabay.com/?utm_source=link-attribution&amp;utm_medium=referral&amp;utm_campaign=image&amp;utm_content=3309829

NN
Photos B

M Photo by AbsolutVision on Unsplash

. Photo by Markus Spiske on Unsplash


https://unsplash.com/@freegraphictoday?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/ideas?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/@markusspiske?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/programming?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText

